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The Cyber Breach

Unfortunately, law | rms are sal
regarded as"soQ' in the compara-
©ve world of cyber targets. Many
law | rms use systems that are
easier to penetrate than those of
their more sophisGrated clients.
This imbalance in technology
leavesthe law | rm asthe weakest
link in the data chain and an obvi-
oustarget for cyber criminals.

Further, lawyers, even if em-
ployed at ] rms with sophis&cated
systems, are vulnerable to socially
engineered a>acks. Lawyers must
work ek ciently, look for new op-
portuni€es, and look to assist and
procure poten€al clients. Many
lawyers will therefore click the
links contained in unsolicited
emails and conénue to fall for
phishing scams.

Indeed, a 2015 Legal Technology
Survey found that at least 80 of
the 100 biggest law | rms in the
country had been hacked. Smaller

The cold weather is | nally arriv-

ing in Boston, and a trip to New
Orleans next fall is staréng to
seem very appealing! Please
mark your calendars now for our
next PLDF Annual Meetng, on
October 3-5, 2018, at the Wesen
Canal Park. The Board and the
Program Commizee will be
working hard over this next year
to assemble another terri] c date
of programming, and more of
our memorable | eld trips and
group dinners.

] rmsare also increasingly subject
to incidents involving ransom-
ware and pay bitcoin ransoms to
recover data.
CGompetence
and Con| den&ality

In addi©on to a | nancial and a
pracecal problem for lawyers, a
cyber incident may lead to ethi-
cal problems as well. The ABA
Model Rules have evolved to
address technology and it is no
longer acceptable for a lawyer to
simply claim technological igno-
rance. What followsisareminder
of how the ABA Model Rules
speak to technology:

ABA Model Rule 1.1: GCompe-
tence, Comment [8]

"To maintain the requisite
knowledge and skill, a lawyer
should keep abreast of changes
in the law and its prac&ce includ-
ing the beng] ts and risks associ-
ated with relevant technology,
engage in conénuing study and
educaton and comply with all

LETTER FROM THE PRESIDENT, BY: ERIN

Thank you to those who a>end-
ed the 2017 Annual Meeéng in
Chicago. We had a record num-
ber of a>endees, and the mem-
ber feedback has been terri] c. If
you have any thoughts about
how to make next year's
meeeng even beZer, please e-
mail Chris Jensen, or anyone on
the board, with your thoughts
and suggessons.

One idea that came out of the
2017 Annual Meeéng was to
start a Young Professionals Com-

conénuing legal educa&on re-
quirements to which the lawyer
is subject."

ABA Model Rule 1.6, Con| den©&
ality

"(c) A lawyer shall make reason-
able ef orts to prevent the inad-
vertent or unauthorized disclo-
sure of, or unauthorized access
to, informa&on relaéng to the
representaon of a dient." See
also, Comment [18] and [19]

No lawyer wants to be the
subject of a grievance or law suit
as a consequence of technologi-
cal incompetence and/or the
failure to protect con| den&al
client informa&on.

Tipsfor Maintaining
Con) den€&xlity in the Gyber
World

1. Fnd/Qure Your Weakest Links
All aZorneys, star , and vendors
must exercise the utmost level
of cybersecurity care, awareness
and diligence. Training in cyber
breach prevenGon and mi€ga-

Qonenued on page 2
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©on should be mandatory for everyone in every law
) rm, including founding partners and recep&onists.
Employing a technologically pro] cient team is the best
preveneon.

2. Enforce Policesto Qurtail Human Eror

The majority of all security incidents are caused by
human error. Consequently, the most sophisScated
security system in the world is irrelevant if the poten-
&al for human error is unaddressed. For example, one
law | rm with a strong security system discovered
someone had accessed client | les. AQer performing
numerous systems checks, the law ] rm ul@mately dis-
covered that an employee kept her passwords on a
notepad in her unlocked desk drawer. A member of
the cleaning star found the notepad and was able to
accessclient | les.

Further, many law | rm partners s@l send con| den&al
informa&on from personal email accounts, use public
Wi-Fi systems while waiéng for Nights or having cof ee,
and take other risks, such asfailing to password protect
their smartphones. Training and enforcement of cyber
policies for everyone in the ] rm is necessary to avoid
these common human errors that rou€nely lead to
cyber breaches.

3. Send Fake Emails

To further provide cyber security training, a number
of corpora&ns now rouenely send fake phishing
emails to test their employees cybersecurity aware-
ness and to gather open rates. These corporaGonsthen
advise their employees of the open rate percentage
and instruct them regarding the red Nags that were
ignored. For example, employees may ignore a change
in the senders email address protocol, fail to hover
over a link before clicking it (the name displayed may
indicate that the link is not as represented), and may
ignore other inconsistent informa&on that would indi-
cate that the email is a fraud. CorporaGons hope that
this type of feedback is el ecBve in encouraging em-
ployees to exercise more care before opening the next
link or providing their informa€on to a poten&al thief.
Corporatons also encourage stal to share any phishing
emailsthat they receive for analysis and discussion.

4. Pause Before Sending Text Messages and Emails

The "reply to all' key has been responsible for con| -
den&xlity breaches, embarrassment and awkwardness.
Further, accidentally sending to the wrong "Mary" or
not realizing the actual plainG has been copied on a
document can cause further problems. Disabling the
"reply to all" buXon and pausing an extra second be-
fore pushing "send" to review the distribu€on list is
obviously good pracEce.

Further, we have all likely read about a certain ath-
lete’'s a>orney who accidentally texted a reporter a
sentence that started "Heaven help us.." Perhaps
simply avoiding the text message in a professional

set ng is the best idea. While a text may be a great
way to communicate with friends and family, it is not
the ideal form of communica&on to use professionally
dueto itsfast and informal nature.

5. Encrypt

Encryp&on is the best alterna®©ve for protecéng sensi-
©ve data. Encrypted data is unreadable if a cell phone
or computer is lost or if the data ends up in the wrong
hands. Encryp&on, however, is the least used security
feature found in most law | rms. While encryp&on of all
| les is currently not ethically mandated, the failure to
encrypt could arguably be viewed as a breach. ABA
Model Rule 1.6 reads:

.. Thisduty, however, does not require that the lawyer
use special security measures if the method of commu-
nicaGon al ords a reasonable expectaton of privacy.
Secial circumstances, however, may warrant special
precau€ons. Factors to be considered in determining
the reasonableness of the lawyer’s expectaGon of con-
| den&xlity include the sensi€vity of the informaSon
and the extent to which the privacy of the communica-
©on is protected by law or by a con| den&ality agree-
ment. Comment [19]

Lawyers should therefore evaluate the security needs
of the actual data for each engagement to make sure
that the con] den€ality needs of their clients are ade-
quately protected. Obtaining the client’s wriZen con-
sent before using email or text messaging to communi-
cate with them, while advising of poten&al con] den&
ality issues, is also advisable. If your law | rm does not
encrypt data, disclose that to the client and provide
them with the opportunity to refuse email communica-
©onsfrom your | rm.

6. Passwords

Law | rms should encourage strong passwords. The
password should contain lezers, both upper and lower
case, characters, and numbers. Passwords should be
changed regularly (every 90 days) and never repeated.
One idea is to anchor your password to a phrase in-
stead of a word. For example "She Loves to travel to
Warm Weather and go swimming" can trandate to the
following password by using just the | rst leZer of every
word, with capitaliza€on every so oGen: S5 tWWags.
The value to this new password isthat it is very hard to
guess without knowing the original sentence, but yet
easy to remember. Adding numbers and characters will
then create a stronger password. Another op&on is to
use a secure password generator.

7. Thedoud

While many aXorneys conceptually understand that
informa&on stored in a cloud is stored o1 site, many
have no idea that depending upon the vendor, cloud
data could be stored internaSonally, governed by for-
eign law, and subject to search and seizure. Further, if
an azorney places data in the cloud that is subject to
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state or federal privacy laws, the client should ) rst
provide their informed and wriZen consent for such
storage (adding thisitem to the engagement leZer may
be an op&on). Fnally, the aZorney should check with
the bar associacon for their respecve state's ethical
opinionsthat govern cloud storage.
8. Update Your Systems

Law | rms should update their systems, including the
VPN, an6virus, anB-spyware and spam | lters rouénely.
Jdass acton lawsuits arising out of data violaGons are
exploding and the | rst public data security class acGon
complaint against a law | rm was recently | led in Fed-
eral Court in Chicago. The plainG s allege that the
) rm’s outdated systems failed to protect client data.
Damages are sought for the threat of a breach and the
"diminished value" of the law | rm’s services. Law ] rms
should periodically update systems.
9. Vet Vendors

Vendors have been ideng ed as the weak link in cer-
tain large exposure hacking incidents. Recall that the
Target hackers were able to access the chain’s security
systems by stealing creden€als from a vendor. Exam-
ine all vendors cyber security protocols (does the ven-
dor encrypt data, use a VPN system) as well as the
vendor’s insurance policy and all controlling contracts.
Understand where the vendor will store the infor-
maEon — internaBonal storage may present problems.
Examine indemni] caGon clauses and provisions regard-

ing who will be expected to pay in the event of a data
breach.
10. Have aPlan

BEvery law ] rm should establish a plan to follow in the
event of a cyber breach. Further, like | re drills, law
| rms should pracEce cyber drills. Are documents rou-
Enely backed up? Are copies of the most important
documents at an of -site, secure locaGon? In the event
of a hack or a ransom, does everyone know who to
call? Vendors should be selected ahead of @me so that
in an emergency, the law ] rm is not panicked and
scrambling. For example, privacy counsel, to establish
immediate privilege and provide no€ce requirement
advice, can easly be researched ahead of @me. Se-
leceng or creaéng a list of professionals to assist with
restoring data or handling a ransomware incident
should also be researched. Fnally, cyber liability cover-
age can help to not only cover the costs related to a
data breach, such as nog caGon expense and regulato-
ry | nes, but can also provide professionals to assist in
case of an emergency.

il Deborah Bjesis a dedicated risk manager
Y for the Lawyers Professional Liability Group
|\ with Swiss Re Corporate Solucons. Deborah

i\ | isalicensed lllinois a>orney and a graduate

of Loyola University Chicago School of Law, where she
received her JD. cum laude. She may be reached at
deborah_bjes@swissre.com.

WEAKENING MEDIATION CONFIDENTIALITY: PROS AND
(MOSTLY) CONS, BY LOUIE CASTORIA, ESQ.

In mythology, Pandora opened a forbidden box,
loosing all the world’s woes upon humankind. One
might think we would have learned not to look into
forbidden boxes or to kick hornets’ nests, but our
pointless curiosity some@mes getsthe best of us.
Cadlifornia’'s Law Review Commission (the
“California Commission”) has proposed an amend-
ment to the state’s Bvidence Code, carving out a
substan€al excep&on to the near-absolute con) -
den&xlity of communicaGons during and preparato-
ry to mediacons.

In 2012 the California Legidature directed the
California Commission to analyze “the relaGonship
under current law between mediaGon con] den&ali-
ty and a>orney malprac&ce and other misconduct,”
in response to a California Supreme Court decision,
Cassel v. Superior Court, 244 P.3d 1080 (SQ. Cal.,
2011), which had strictly construed the state’s me-
diaGon statutes in its Evidence Code to require
con|] den&xality of all mediaGon communicaons,
except as expressly excluded.

The proposed change would allow communica-

©Eons into evidence in aXorney malpracEce cases,
disciplinary proceedings, and fee disputes when
“relevant to prove or disprove an allegacon that a
lawyer breached a professional requirement when
represenéng a client in the context of a mediaGon
or amediaGon consultacon[.]”

Proponents of the statute, which would become
Cdlifornia Bvidence Code 1120.5, if enacted into
law, focus on a perceived unfairness to clients who
sue their lawyers for malpracE&ce, and to lawyers
defending themselves against such suits, when the
alleged misconduct occurs within the sanctum sanc-
torum of mediaGon.

The poten€al impact of the proposed statute ex-
tends beyond the Golden Sate. ThisarE&cle address-
esthe current inconsistency among state and feder-
al laws governing the inviolability of mediaGon com-
munica€ons, and argues against opening Pandora’s
box, even just to take a peek inside.

Inconsistency of MediaBon Con| den&ality Laws

The Uniform MediaGon Act (*UMA’), draCed by
the NaGonal Conference of Commissioners on Uni-
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form Sate Laws, provides broad con| den€&xlity for all
communicaBons made in mediaGons, but carves out
communicagons “sought or of ered to prove or dis-
prove a claim or complaint of professional misconduct
or malprac&ce” | led against a mediator, party, par&ci-
pant, or representa®ve at a mediaGon. Other excep-
Eons exist in the UMA, such as communica€ons during
pretextual mediaGons, such as ones held to advance
criminal schemes.

The UMA has been enacted in eleven states and the
District of Columbia, with some modi) caGons. (Those
states are: Hawaii, Idaho, lllinois, lowa, Nebraska, New
Jersey, Ohio, South Dakota, Utah, Vermont, and Wash-
ington. It has been proposed in New York and Massa-
chuseXs.) The California Commission’s proposal does
not track the UMA, though it shares a similar carve-out
for malpracEce cases.

Surveying other states' laws and judicial rulings, the
California Gommission concluded:

The statutes and rules protecéng mediacon
communicaéons vary widely from state to
state. Among other things, they dit er in wheth-
er, and to what extent, they permit the use of
mediaGon communicaBons in resolving an
allegaton of azorney misconduct. In seven
states (plus the UMA states), a statute or rule
protecéng mediaGon communica&ons has one
or more excepeons that expressly addresses
alleged a>orney misconduct or alleged profes-
sional misconduct more generally (thus encom-
passing aZorney misconduct). Those states are
Horida, Maine, Maryland, Michigan, New Mexi-
co, North Carolina, and Virginia.
The California Commission’s full survey of the states
laws and judicial ruling on mediaGon con] den€ality
may be downloaded at: hZp://www.clrc.ca.gov/
pub/2017/MM17-30.pdf. Please see pages 57 through
70, and the numerous footnotes therein for speci| ¢
states' laws.

In contrast, the Federal Rules of Evidence do not in-
clude a “mediacon privilege,” as such. Rule 408 ex-
cludes evidence of seXlement communicaGons from
being introduced to show a party’s liability or lack
thereof in an underlying claim, but provides no protec-
©on for other uses of such evidence. Some federal
courts have used Rule 501, which states that they shall
"be governed by the principles of the common law as
they may be interpreted by the courts of the United
Satesin the light of reason and experience," to protect
mediaGon con| den&xlity, recognizing that it generally
exists in other jurisdicGons. However, a court-by-court
approach provides neither li6gants nor lawyers suk -
cient guidance as to what they may say in a mediaGon
with con| dencethat it will not be repeated.

CGdlifornia’s current mediaBon statutes are found in its

Bvidence Gode, secEons 1115 through 1128. They cre-
ate a comprehensive structure for mediaons, includ-
ing con] den&xlity, but also conclusively answering
gquestons that have vexed other states, and are not
resolved by the UMA. The following is an abbreviated
summary of the key points as to con] den€ality in Cali-
fornia:
= (on| den&xlity applies to all communicacons,
oral and wriZen, in a mediaBon and in preparatory
mediaBGon consultacons.
= |t is not necessary for the par€es to agree in
wriéng that the mediaon is con] den€&al, though
they may waive con| den€ality by mutual, wrizen
agreement.
= No one may be subpoenaed to tessfy about, in
any non-criminal proceeding, or produce records of
communicagons made in a mediacon.
= (Con] den&xlity does not apply to certain infor-
ma&on exchanged in family law cases, nor to judi-
cial seXlement conferences.
=Noncommunica®ve conduct during a media€on is
not con] den&al. As an example, a derogatory com-
ment regarding an opposing party’s parentage is
con) den€&al, but a physical assault or bazery isnot.
= Any reference to a mediaGon communica€on at
trial istreated as an irregularity, poten&ally leading
to a mistrial and/or sancEons. In other noncriminal
proceedings such a reference is grounds to vacate
or modify a ruling made in such hearings.
= AwriZen, signed seZlement agreement that is
created at a mediaGon is admissible to prove that a
seXlement was reached and on what terms.
(Gomment: it is common in California, though not re-
quired, that the par€es use a SSpulaton for Selement
under California Gode of Qvil Procedure sec&on 664.6
to memorialize the seXlement terms. This document
may be | led with the court in which the case is pending
to enforce its terms, without any party needingto ini&
ate a separate acton for breach of contract. If the
seZlement terms are complex or open-ended on any
point, a 664.6 s&pulaGon may not be feasible.)

With potenéally conNiceng standards in state and
federal courts, it isimportant to know which state’slaw
applies and what it provides, rather than assuming
con| den&xality. Many mediators thus require the par-
Ees and counsel to sign mediaSon con| den&ality
agreements at the beginning of mediaGon sessions.
Courts generally uphold such agreements, as famously
occurred in Facebook, Inc. v. Paci] ¢ Northwest SoO-
ware, Inc., 640 F3d 1034, 1041 (Sth dr. 2011), and
recounted in the |Im, “The Social Network.” Mark
Zuckerberg's college collaborators, the Winklevoss
brothers, sought to undo their signed seXlement
agreement with him based on communicaGons during
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a mediaGon that resulted in the seXlement. The

par€es had signed a con| den€dlity agreement in

advance of the mediaton, which the court upheld as

valid. However, such agreements do not hind per-

sons who are not in the room and may have an in-

terest in the seXlement amount or terms.
Indisputably Se>led?

Imagine the following situaGon: a securi€es broker
leaves a brokerage | rm in New Mexico to join a
similar | rm in Golorado, taking a client list with her,
and claiming that she generated the list before she
joined the New Mexico ] rm. The broker and the two
| rms agree to mediate their dispute in neutral terri-
tory, California, and to use a private, solo prac&con-
er mediator in Santa Barbara.

At the end of a twelve-hour mediaon the par&es
agree on a sexlement amount and sign a term sheet
that uses the term “the Qubject Accounts’ to de-
scribe the scope of the mutual release. Later, a dis-
pute arises as to which of two account lists cons&
tuted the Qubject Accounts. The broker and Colora-
do ) rm | le suit in Denver for breach of contract
against the New Mexico | rm (assume proper juris-
diceon). The broker’s estranged husband, who used
to be her partner in her original brokerage, gets
wind of the seXlement and sues in New Mexico,
claiming rights to the seZlement amount under his
partnership agreement with the broker and New
Mexico’'s community property law.

Here are three issues that arise from this fact
pazern—there are several others that could be
posed:

= Does California law govern the admissibility of

communica&ons during the mediaSon regarding

which list contained the Subject Accounts?

= If the par€es signed a con| den€xlity agree-

ment at the mediacon, does it bar the husband
from obtaining through discovery the par&es
mediacon briefs, or deposing the mediator?

= The broker later claims that the a~orney who

jointly represented her and the Colorado ] rm

failed to disclose a conNct of interest, and urged
her to seZle at an unreasonable number to ben-

e t the lawyer’s other client, the | rm. She ] lesa

third-party complaint against the a>orney in the

Colorado acEon, seeking to void the seXlement

agreement, and money damages. Can the a>or-

ney's advice to her during the mediacon be in-
troduced in evidence?
My views on the above questons:

= Neither Colorado nor New Mexico is bound to

follow California law, unless the par&es to the

mediacon all agreed in wrieng that California
law would govern. However, both states recog-

nize mediaton con] denexlity to a lesser degree
than California.
= The mediaGon pares' con| den&xality agreement
does not bind the husband, a non-signatory. New
Mexico law would govern his rights to discovery, if
any.
= The olorado aZorney was not a party to the
California con| den&sdlity agreement, and should
not be bound by it. To defend himself against the
malpracEce claim he should be able to introduce
evidence of what he recommended, as can the
broker in prosecuéng her third-party complaint
against him. Note that the husband’s subpoena to
the mediator in Santa Barbara can probably be
quashed by a California court on the basis that he
conducted the mediaGon in California.

Please note that these views are debatable under
present law. The draCers of the UMA recognized a
bene| t of uniform mediaSon con| den&xdlity statutes,
and posed an even more perplexing scenario:
“Mediaton sessions are increasingly conducted by
conference calls between mediators and par€es in
dit erent Sates and even over the Internet. Because it
is unclear which Sate’s laws apply, the par€es cannot
be assured of the reach of their home state’s con| den-
&xality protectons.” (Prefatory Note to the UMA)

The California Proposal

The California Commission seemsto be ready to mud-
dy the currently clear waters of California’s mediaGon
con] den&xality. Proposed Evidence Code sec&on
1120.5, if adopted by the Legislature and signed into
law, would diminish the nearly absolute con] den&ality
rule in civil cases, el ecOve on January 1, 2019, under a
two-pronged test:

= The evidence must be relevant to prove or dis-

prove an allegaon that a lawyer breached a pro-

fessional requirement when represenéng a client in
the context of a mediaGon or a mediaGon consulta-
eon

= The proceeding in which the evidence is prot ered

must be an accon for damages based on alleged

malpracEce, a disciplinary proceeding, or a fee
dispute between lawyer and client.

A pleading that meets these tests must be served by
mail on all mediaGon par&cipants whose whereabouts
can be ideng ed. The court may use a sealing order, a
protecEve order, a redacon requirement, an in cam-
era hearing, or a similar judicial technique to prevent
public disclosure of mediaGon evidence, but is not
required to do so.

The proposed law would make mediators exempt
from providing tesmony or documents in a mediaGon
malpracEce case, except in criminal cases and a few
other kinds of cases. Mediators are not made immune
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from liability by the proposed law, nor is any exiseng
mediator immunity revoked. (In some situaGons medi-
ators may have quasi-judicial immunity.)

Secon 1120.5, as currently draled, does not limit the
gathering or use of mediaGon evidence in a malpracEce
case to the client and a>orney in quescon. As the re-
quirement of service by mail upon all parE€cipants hints,
the plainG and defendant may introduce evidence
from other par&ipants (except the mediator), thus
resurrecéng a dispute that those par&cipants consid-
ered seXled, and poten€ally revealing their con| den-
€ communicatons with the defendant-a>orney at
the media€on.

One can easily imagine a law-and-mo&on morass for a
trial court judge, umpiring the calls of “fair” and “foul”
in discovery requests and deposi©on quesSons among
par€es and nonpar€es, all over a case that, by de] ni-
©on, was seXled or that the par€estried to sexle.

If It Ain’t Broke:
Public Comments on the Proposal

As the Cadlifornia Commission candidly noted about
the public comments on its proposed statute, “The 155
pages of comments include sca>ered words of praise
or appreciacon for the Commission, its stal , its pro-
cess, and its work on this study. In general, however,
they do not have much posi©ve to say about the Gom-
mission’s proposal.”

The main arguments advanced by those supporéng
the proposal are that it allows plain@ s and defendant-
axorneys to introduce evidence that may be crucial to
their respecOve cases, and that a malpracEce excep&on
to mediaGon con| den&ality would bring California
more in line with other states.

Against the proposal is an array of judicial, legal, and
mediaGon organizaGons, including the California Judg-
es Associacon, and the Academy of Professional Family
Mediators, the California Dispute ResoluGon Council,
and the Center for ConNict Resolu€on. The proposal
accomplished one thing that no one would have pre-
dicted: the Consumer A>orneys of California and the
California Defense Gounsel submit ng a joint leXer
opposing it—a rare example of something they agree
upon.

Both sides of the debate advance a “why | x it” argu-
ment, the proponents saying that in stateswhere there
isno malpracEce excepEon to mediaGon con| den&xlity
there appears to be no reluctance to mediate, and the
opponents poinéng out that there isliZle evidence that
mediaton-malpracEce cases are more prevalent in
those statesthan in California.

In this writer’s opinion, both sides miss the point:
mediaton-malpracEce cases are few and mediaGon
use is high not because of statutes governing media-
6ons, but because mediaGons have become a principal
and el ecBve way of resolving civil disputes. Once
thought “novel,” mediaGons have become de rigueur

in modern li6gaGon. MediaGons work because they
allow liGgants a chance to step away from the brink, to
see the case from the other side’s or sides’ viewpoints.
For counsel, mediaGons provide a neutral messenger,
someone with an aura of authority to deliver hard facts
to all par€es, without being thought a traitor to any
client, because the mediator has none.

There are cases of “seXler’s remorse,” in which a par-
ty gets cold feet aCer signing a se>lement agreement.
California puts a par&cularly high burden of proof on
such cases, proof to a “legal certainty” that a beXer
result would have been obtained if the case had bee
tried to verdict. (Flbin v. Ftzgerald, 343 P.2d 118 (Cal.
Q. App. 2012).) Galifornia imposes a high threshold on
the admissibility of mediaGon communicaons, | be-
lieve for the same reason: the | nality of mediated
seZlements is essen€al to the funconing of the most
populous state’s underfunded judicial system. Forcing
overcrowded courts to consider Mulligans on seZled
cases, under the guise of seXle-and-sue or mediaGon-
malpracere, is a waste of scant judicial resources. Cas-
esseXle at mediaGon because mediaGons work.

Another argument that appears in the public com-
ments on proposed secEon 1120.5 isthe par€es’ “right
to choose” con] den€ality. Bxactly where this right
springs from is unclear, but if it does exist, the burden
to explain it would fall upon counsel on a case-by-case
basis, whereas under current law it is a given, like the
statute of limitaGons, the rule against perpetui€es, and
the inj eld Ny rule. Public policy dictates that some
rules be made by the Legidlature and be uniform, else-
wise every decision is arguable.

“Mediacon privilege,” as it is some€@mes called, is a
rule of evidence, not an immunity from liability. A>or-
neys can sal be sued from malprac&ece during media-
6eons, but neither side can rely on the he said/ she said
evidence of what is said during those hours of nego€a-
&on. Other evidence—communicaGons before and
aCer a mediacon, such as privileged emails and pre-
seZlement tes@mony—can be introduced. If the pre-
mediaGon evaluaGon by counsel saysthe case is worth
$500,000 and it seZles for $5,000, those facts get into
evidence.

We rouénely accept eviden&ary restricEons in other
communicaBve contexts—penitent/confessor, doctor/
paent, spouse/spouse. In those contexts the privacy
of the communica©on is only of interest to its two par-
Ees, but in a mediaSon all par€es, even adverse ones,
share the same interest that none of their con] den&al
communicagons be disclosed. Disclosure by one opens
the door to disclosure by all.

As draQed, secéon 1120.5 allows any “relevant” infor-
macon into evidence, not only the communicaGon
between the client (now plainG ) and the aZorney
(now defendant). In a real sense, all par&ipants in a
mediacon are the holders of the privilege, which ex-
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plains why they are all en&led to wriXen noEce of a Louie Castoria is a professional liability

mediaGon-malpracEce suit. defense and coverage a>orney, and is the Contact PLDF
There isavalue to uniformity, but also to diversity and Go-Managing  Partner in  Kaufman . ’
experimentacon. California has a stronger mediaGon Dolowich & Voluck LLP's San Francisco Chrisene S Jensen
con] den&dlity statute than other states because it ok ce. He is (‘_alifornia—cerq cated media- Managing Director
needs one. It may not be the answer for all, any more tor and a Hearing Ok cer under contract to i oo
than its three-year statute of limitacons for fraud the Gty and County of San Francisco. Louie may be Professional Liability
needsto be universal. But it works. It ain’t broke. reached at Icastoria@kadvlaw.com. Defense Federacon
CONTRACTOR LICENSURE REQUIREMENTS: BEWARE!, 1350 AT&T Tower
BY:GLEN OLSON, ESQ. AND ARI BARUTH, ESQ. 901 MarqueXe Avenue
South
California law allow for harsh results when contrac- a separate en€ty, Phoenix Mechanical Plumbing, Minneapolis, MN
tors and/or owners overlook state licensure re- Inc., which “oversaw all services’ provided by 55402
quirements. The issue most oCen hits the radar Phoenix Fipeline.
screen too late —aQer a dispute arises and the par- SaceX | led another demurrer, arguing the em- (612) 481-4169
€es are in liGyacon. A recent Cdlifornia decision ployee’s license failed to sa&sfy the requirements Gensen@pldf.org
addresses this par€cularly dangerous area for con-

tractors, in which even crea®ve pleading by the
plain& can some@mes not save the day. Design
professionals need to be aware of the current state
of the law in this area in the event they are in li6ga-

of secéon 7031(a). JpaceXs demurrer was sus-
tained with leave to amend.

Phoenix Pipeline then |led a second amended
complaint with two maodi] caGons. It recast the
licensed “responsible managing employee” as a

©pn with unlicensed contractors. “responsible managing ok cer” and expanded the “Design

Gdlifornia Business & Professions Code § 7031(a) descrip&on of the employee’s role on the project. e need
requires a party to maintain an acGve contractor’'s The second amended complaint also disGnguished professionals ne
license throughout the project at issue in order to between “subcontracéng services’ for which a to be aware of the
maintain or defend an acGon for compensacon for license was required and “non-contracéng ser-

services performed for which a contractor’s license vices’ for which no license was needed. current state of the
is needed. In Phoenix Mechanical Pipeline, Inc. v. SaceX again demurred based on Phoenix Pipe- I in thi :
Soace Explora€on Technologies Corp., (Gal. Q. App. line's conénued failure to allege it held a contrac- = areain
dune 13, 2017), Gdlifornia’s Second Appellate Dis- tor's license. The court sustained the demurrer the event they are
trict Court of Appeal interpreted this statute in without leave to amend, prompéng an appeal. N )
denying, in part, Phoenix Mechanical Pipeline, Inc.’s The appellate court weighed whether Phoenix in li&gacon with
(“Phoenix Pipeline”) appeal of a trial court ruling Pipeline’s allega€ons were suk cient to overcome unlicensed
granéng Space Exploraon Technologies Corpora- the requirement in secEon 7031 that it must have

€on's (“SpaceX”) demurrer to Phoenix Fpeline’s had a valid license to recover in an acEon for pay- contractors.”

second amended complaint, without leave to
amend.

Phoenix Pipeline contracted with SaceX to pro-
vide plumbing, concrete removal and electrical
services. Phoenix Fpeline alleged SaceX paid for
such services from 2010 to October 2013, but failed
to pay Phoenix for just over $1,000,000 in services
performed from October 2013 to August 2014.
Phoenix Pipeline contended this work was per-
formed pursuant to a series of invoices cons&tuéng
individual agreements between SaceX and Phoe-
nix Pipeline and alleged causes of acEon for breach
of contract and breach of the covenant of good
faith and fair dealing.

SraceX demurred to the ini€al complaint, arguing
Phoenix Pipeline was not licensed. Phoenix Pipeline
elected to ] le a] rst amended complaint and added
allegaGons that it had a licensed “responsible man-
aging employee” on the job. This individual owned

ment for services for which a contractor’s license is
necessary. The Court of Appeal found Phoenix Pipe-
line’s pleading failed to meet that standard.

Hrst, the Court held that Phoenix Pipeline failed to
allege that Phoenix Pipeline — as opposed to anoth-
er eng&ty - held a contractor’s license, and cited
various decisions interpreéng secéon 7031 to pro-
vide that the failure to comply with the licensing
requirements of the statute bars a person or en&ty
from recovering compensacon for any work per-
formed under a contract that requires a contrac-
tor's license. We examine those decisions in the
following secEon below in evaluaéng the poteneal-
ly draconian results for a contractor working with-
out proper licensure.

Second, the Court held that alleging a “responsible
managing ok cer” fails to meet seccon 7031's re-
quirement that Phoenix Pipeline cannot pursue a
claim without a valid contractor’s license. Several
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California cases have held that licenses held by part-
ners, managing ok cers and/or owners of con-
tracéng enBSes were insuk cient to saGsfy secon
7031. Thus, the fact that Phoenix Pipeline alleged it
had a licensed “responsible managing ok cer” at the
scene, without more, did not meet the require-
ments of the statute.

Third, however, the Court held Phoenix Pipe-
line did plead suk cient allegaBons to maintain a
cause of acéon for recovery for services it per-
formed (including maintenance, repair, clean-up,
hauling, disposal, etc.) which did not require a li-
cense. Snce each of those invoices was alleged as
cons&tueng an individual contract between Phoenix
Pipeline and SaceX, the Court overruled the trial
court to the extent that Phoenix Pipeline sought
compensa&on under those alleged invoices for tasks
performed for which no contractor’s license is re-
quired.

This decision illustrates that California courts will
interpret the condi€ons of secEon 7031 quite strict-
ly, as the statute represents a “legislaBve determi-
nacon that the importance of deterring unlicensed

persons from engaging in the contracéng business...

can best be realized by denying violatorsthe right to
maintain any ac&on for compensa€on.” The license
must be held by the contracéng en&y itself; licens-
es held by employees, partners, individual owners,
or other ancillary individuals are not suk cient to
support a claim for recovery of payment. This public
decision illustrates the importance of licensure for a
contractor making an ak rmaGve claim, but sec&on
7031 also requires suk cient licensure in order for a
contractor to defend an ac&on. As outlined below, a
contractor (de] ned to also include subcontractors)
cannot defend itself in an acon for fees absent
proper licensure.
Other Implica€ons of California’s
Srict Contractor Licensure Requirements
California law requires that any person engaged in

the business of a contractor, or that acts in the ca-
pacity of a contractor, must be properly licensed by
the Contractors Sate License Board (“C3B’). A
contractor isde] ned broadly, as follows:

... acontractor is any person who under-

takes to or ol ers to undertake to, or pur-

ports to have the capacity to undertake to,

or submits a bid to, or does himself or her-

self or by or through others, construct, alter,

repair, add to, subtract from, improve,

move, wreck or demolish any building, high-

way, road, parking facility, railroad, excava-

©on or other structure, project, develop-

ment or improvement, or to do any part

thereof, including the erec&on of scai olding

or other structures or works in connecEon
therewith, or the cleaning of grounds or
structures in connec&on therewith, or the
preparacon and removal of roadway con-
strucEon zones, lane closures, thging, or
trak c diversions, or the installaGon, repair,
maintenance, or calibraGon of monitoring
equipment for underground storage tanks, -
and whether or not the performance of
work herein described involves the addi€on
to, or fabricaBon into, any structure, project,
development or improvement herein de-
scribed of any material or ar&le of mer-
chandise. “Contractor” includes subcontrac-
tor and specialty contractor. “Roadway”
includes, but is not limited to, public or city
streets, highways, or any public conveyance.
Cal. Bus. & Prof. Code § 7026.

Phoenix Pipeline illustrates that an unlicensed con-
tractor performing work in California requiring a
license will likely be subject to a harsh penalty.
Courts explain these requirements are designed to
protect the public against incompetency and dishon-
esty in those who providing construcGon ser-
vices. Hydrotech Systems, Ltd. v. Oasis Waterpark, 2
Cal. 3d 988, 995 (1991). For example, an unlicensed
contractor may be subject to both civil and criminal
penalEes. e, e.g., Cal. Bus. & Prof. Code § 7027.3
(one year imprisonment and/or $10,000 ] ne for
intenBonal use of another person’s license with in-
tent to defraud), Cal. Bus. & Prof. Code § 7028
(contraceng without a license is a misdemeanor;
penalty for second of ense is $4,500 minimum and
90 day county jail @me), Cal. Bus. & Prof. Code §
7028.7 (C4B citacon and | ne of $200-$15,000), Cal.
Bus. & Prof. Code § 7117 (C3B disciplinary ac€on);
and Cal. Lab. Code 88 1021-1023 (civil penalty of
$200/day per employee performing work for unli-
censed contractor).

The penal&es resuléng from non-compliance with
sec6on 7031 include the unlicensed contractor’'s
inability to maintain a lawsuit to recover compensa-
©on for its work. Moreover, a poten€ally even more
onerous penalty is that an unlicensed contractor
may be required to disgorge any compensa€on it
has previously been paid for performing work re-
quiring a license. Cal. Bus. & Prof. Code § 7031(b).
Under sec&on 7031(b), “[a] person who udlizes the
services of an unlicensed contractor may bring an
acéon . . . to recover al compensa€on paid to the
unlicensed contractor for performance of any act or
contract.” There islizle case law interpreéng the so-
called “disgorgement” penalty since its addi€on to
Seceon 7031 is relaBvely recent (added by amend-
ment in 2001). Below is a discussion of the four
opinions published to date addressing the topic.
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In Wright v. Isaak (2007) 149 Cal.App.4™ 1116, a con-
tractor sued two homeowners for unpaid amounts in
connecéon with a home remodeling project. The
homeowners responded with a cross-complaint
against the contractor seeking, among other things,
the return of all amounts they had paid him on the
ground he did not have a valid contractor’s license.
Although the contractor was licensed, he grossly un-
derreported his payroll to the Sate Compensacon
Insurance Fund, and never obtained workers compen-
saéon for his crew working on the home remodeling
project.

Both the trial court and Court of Appeal agreed with
the homeowners that, under California Business &
Professions Code § 7125.2, the contractor’s license
was automa€xally suspended for his failure to obtain
workers compensa&on insurance for his employees.
The courts each rejected the contractor’s argument
that the suspension could not take el ect und the
contractor received a no€ce of suspension from the
registrar of contractors. Because the contractor failed
to properly report his payroll and obtain insurance for
his workers before, during and aCer the home remod-
eling project, the contractor was out of compliance.
Despite a seemingly draconian result, the court held
that the homeowners were en&tled to recover all
amounts paid to the contractor under Business &
Professions Code § 7031(b).

In Goldstein v. Barak GonstrucEon, 164 Cal. App. 4th
845 (2008), homeowners entered into a contract with
Barak Gonstruceon to remodel their home. Barak be-
gan work on the project but failed to obtain a contrac-
tor’s license for several months. The homeowners paid
Barak $362,629.50 before Barak abandoned the incom-
plete project. The homeowners then | led suit under
Business and Professions Code § 7031(b), seeking rese
tucon of the full amount paid, plus an amount for
azorneys fees and costs. The superior court ruled in
favor of the homeowners.

In con| rming the trial court ruling the appellate court
rejected Barak's conten€on that the recoupment ac-
©on was puni©ve in nature rather than a claim for mon-
ey based upon a contract. It also rejected Barak's con-
tencon that the amount of the recoupment was im-
proper and excessive because Barak had passed along
most of the money it received to laborers or material
suppliers for the project. Though the court recognized
the draconian nature of the recoupment ac&on, Cali-
fornia law clearly allows recovery of all compensaGon
paid to the unlicensed contractor regardless of wheth-
er the amounts paid are ul@mately retained by it. And
the Court of Appeal rejected the conten©on that the
amount of the monies returned should be reduced by
the amount earned by Barak aCer it became a licensed
contractor. The court reiterated that to recover for

work performed on a project, a contractor must be
licensed at all @mes during which it performs the con-
tractual work.

A third unlicensed contractor scenario was discussed
in Oceguera v. Gohen, 296 Cal. App. 2d (2009). There,
the contractor was a partnership consiseng of three
partners. Only one of the partners, Golen, was li-
censed. Golen executed a disassociaBGon no€ce in ac-
cordance with secEon 7076(c) of the California Busi-
ness & Professons Gode which provides that
“partnership license shall be canceled upon the disas-
sociaGon of a general partner or upon the dissoluGon
of the partnership . . . [T]he remaining general partner
or partners may request a conénuance of the license to
complete projects contracted for or in progress prior to
the date of disassociaGon or dissolu€on for a reasona-
ble length of @me. . ."

AQer Golen ] led his disassociacon no€ce the two
remaining partners began a residen&al project. Follow-
ing comple€on, the project owner sued the partnership
for defec®ve construcEon. In addi€on to seeking dam-
ages for repair of the defec®se work, she also sought
disgorgement of the $32,000 paid under sec&on 7031
(b). The issue on appeal was limited to whether the
trial court erred in entering a judgment in favor of the
owner on the refund of the $32,000. The Court of Ap-
peal ak rmed that defendants did not establish that the
substan€al compliance doctrine applied because they
were never licensed before entering into and perform-
ing work, and because Golen's associaGon with the
partnership ended on the date stated in the applicaon
for replacing the qualifying individual. Neither of the
other individuals in the partnership could sa&sfy the
substan€al compliance doctrine because neither was
licensed before entering into the contract.

More recently, in White v. Qridlebaugh, F053842 (duly
29, 2009), the Whites retained a contractor to build
them alog cabin. Due to concerns over the contractor’s
billing and competency, the homeowners terminated
the construc&on contract. The par€es | led complaints
against one another including the homeowners' re-
quest for disgorgement of amounts paid to the con-
tractor. The Court of Appeal considered, among other
things, “whether the Whites properly brought a claim
for reimbursement under secEon 7031(b).”

The appellate court concluded that the contractor was
not quali] ed to be licensed because it did not have a
quali] ed responsible managing ok cer or employee in
place, and that its license therefore was suspended by
operacon of law. Hence, the Court ordered reimburse-
ment of all monies paid to the contractor under sec€on
7031(b). The Court further considered whether “the
recovery of compensaBon authorized by sec&on 7031
(b) [may] be reduced by o sets for materials and ser-
vice provided or by claims for indemnity and contribu-
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&on?’" The Court concluded that it may not, and that
under the express terms of the statute, “unlicensed
contractors are required to return all compensaGon
received without reduceons or o sets for the value of
the materials or serviced provided.”

The requirement of SecEon 7031 that a license be
maintained “at all @mes’ conveys the California Legis-
lature’s obvious intent to impose a s& all-or-nothing
penalty for unlicensed work by specifying that a con-
tractor is barred from all recovery for such an “act or
contract” if unlicensed at any @me while performingit.
This all-or-nothing philosophy demonstrates that con-
tractors with lapses in licensure may not recover even
par€al compensaton by segmenéng the licensed and
unlicensed por€ons of their performance.

Licensure Issues Arising
From Unlicensed Subcontractors

Contractors and subcontractors must be extremely
careful about their licensure status. California Labor
Gode § 2750.5 creates a presump&on that a worker
(such as a subcontractor) performing work for which a
license is required is an employee and not an inde-
pendent contractor. “Any unlicensed subcontractor is
the employee of the general contractor; consequently,
as a mazer of law, the employee of an unlicensed
subcontractor is the employee of the principal con-
tractor.” Neighbours v. Buzz Oates Enterprises (1990)
217 Cal.App.3d 325, 330; See also Sanders Construc-
6n . Inc. v. Cerda (2009) 175 Gal.App.4" 430
(general contractor isliable for unpaid wages, worker’s
compensagon insurance, withholding taxes, and other
liahiliGes arising from retaining an unlicensed subcon-
tractor).

Gontractors retaining unlicensed subcontractors must
have worker’s compensaGon insurance covering indi-
viduals deemed employees of the contractor as a
mazer of law. If not, the contractor will not sa&sfy all
licensure requirements, will not sa&sfy the “at all
@mes’ language explained above, and may be re-
quired to disgorge all payments made on the project.
Moreover, a contractor cannot recover on a
mechanic’s lien for money voluntarily advanced to an
unlicensed subcontractor. Holm v. Bramwell (1937) 20
Cal.App.2d 332. Holm and its reasoning was discussed

Glen R Olson isapartner of Long & Levit
LLP, in San Francisco, specializing in pro-

" liegaGon. He defends lawyers, real estate

‘ 4\ agents, insurance agents and brokers and

"\ ogcrow agents. Glen may be reached at
golson@longlevit.com.

fessional liability and insurance coverage |

at length in MW Eectors, Inc. v. Niederhauser Orna-
mental and Metal Works Co. Inc. (2005) 36 Cal.4™ 412.
There, the California Supreme Court reasoned that
“Holm held that because a subcontractor was unli-
censed..the subcontract was illegal, void, and unen-
forceable; hence, the general contractor could not re-
cover, under a mechanic’s lien, compensa©on a>ributa-
ble to the subcontractor’s work. Sgni cant in Holm's
reasoning was the wording of the predecessor statute
to sec6on 7031, asthenin el ect.”

This reasoning raises two quesSons answered perhaps
by common sense but not by law: (1) may a contractor
recover on a breach of contract theory from an owner
fees incurred for work performed by an unlicensed
subcontractor, and (2) does the law leave open the
possibility that a licensed contractor could hire all unli-
censed subcontractors, collect money from the owner
for the unlicensed work, and then seek reimbursement
from the unlicensed subcontractors per secéon 70317

Asto the | rst quesBon, a contractor cannot recover on
amechanic’s lien from an owner for work performed by
an unlicensed subcontractor, but there is no clear law
on whether a licensed contractor may pursue the funds
on a breach of contract ac&on. The logical extension of
the cases discussed above would appear to be that a
contractor cannot recover on either a mechanic’slien or
abreach of contract theory.

On the second quescon, a loophole does appear to
exist in the law allowing a licensed contractor to hire
unlicensed subcontractors, collect funds from the own-
ers for work performed by the unlicensed subcontrac-
tors, and then sue the same subcontractors under sec-
©on 7031. Hiring unlicensed subcontractors violates
Business and Professions Code § 7018, but a violaGon
does not implicate any poten&al disgorgement of funds
from the unlicensed contractor. An owner may never
know about the licensure of the subcontractor and it is
conceivable a contractor, under the law as currently
wrizen, could proceed with this approach uné a com-
plaint were raised with the state licensing board. This
raises an intereseng poten&al loophole in the law and
illustrates the need for increased cau€on from an own-
er in ensuring that all contractors and subcontractors
are licensed.

Ari Baruth pracSces with Long & Levit, LLP
in San Francisco. He represents architects,
design professionals, owners and other pro-
fessionals in the construc&on industry in
design and constructed related mazers. Ari
may be reached at abaruth@longlevit.com.
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ELDER ABUSE AVOIDANCE: COUNSELING PROFESSIONALS, BY:

JEFF C. HSU, ESQ. AND ANGELA S. RHO, ESQ.

According to the U.S Gensus Bureau, as of duly 1,
2015, 47.8 million people in the United Sates are
age 65 and older, accounéng for 14.9 percent of
the total populaGon. The senior populaon grew
1.6 million from 2014, and is steadily growing. U.S
Bureau of the Census. Older Americans Month:
May 2017 (CB17-H-.08). Washington: Government
Prineng Ok ce, 2017. (Pro] le America Facts for
Features). (CB17-A~08). As of November 2016,
U.S seniors numbered approximately 50 million,
and the projected populaGon of seniors in 2060 is
98.2 million; nearly one in four U.S residents will
be in this age group, and of this number, 19.7
million will be age 85 or older. Id.

With such a drama€&c spike in the senior popula-
6on, both the government and private sector face
a challenging landscape. Not only will government
programs and resources be taxed and over-
strained, but those in the private sector also face
real challenges in working with/represenéng sen-
ior ci€zens. All 50 states and the District of Colum-
bia have laws designed to protect older adults.
www.jusEce.goV/ elderjusEee/ prosecutors/
statutes. These laws vary considerably. They start-
ed out to protect seniors who are neglected or
exploited by caregivers, however, many states
have enlarged the de] niéon of elder abuse to
include “] nancial elder abuse.” This is generally
when someone takes advantage of an older per-
son’s vulnerability or dependent condi€on to de-
prive them of their assets. In some states, elder
abuse laws apply to people 60 years or older; in
others, it’s 65 or older. Both criminal and civil pen-
al€es can apply to all forms of elder abuse.

California has arguably the most far-reaching
elder abuse laws of any state. In California, | nan-
cial elder abuse laws apply to anyone 65 or older
regardless of whether they have any diminished
physical or mental capacity. Financial elder abuse
is de] ned as: when any person or en&ty “takes,
secrets, appropriates, obtains or retains real or
personal property of an elder for awrongful use or
with intent to defraud.” It also includes “assiseng”
in the taking of any property of someone 65 or
older. The de] nicon of “wrongful use” is: if the
person “knew or should have known that this con-
duct islikely to be harmful to the elder.” Cal. Wel-
fare & Ins&tuons Code §15610.30

This language is so broad that it may apply to
virtually every business transacon with someone
who is 65 years or older. For example, leading up
to and during the recent hurricanes which have
ravaged parts of Texas and Horida, there have
been numerous reports of price gouging, including
reports of up to $99 for a case of water, hotels

that are tripling or quadrupling their prices and fuel
going for $4 to $10.CH someone unwit ngly sold a
bole of water to an elder for | Oy cents more than its
fair market value and the elder can prove you know-
ingly sold the water for that price, you may have just
engaged in | nancial elder abuse. Stuatonal price
gouging, deliberate or inadvertent, may be limited to
@mes of natural disaster, however broad | nancial
elder abuse laws like those in Texas or California ap-
ply to nearly every | nancial transacGon and may turn
an otherwise innocuous sale into a nightmare. One
such precau€onary tale is that of Genn Neasham, an
insurance broker in California who was arrested and
charged with felony theO from an elder in December
2010, facing up to four years in prison.2 He was ul&
mately convicted for selling an indexed annuity to an
elderly client with Alzheimer’s-like demen€a. In the
process, he lost his license, annuity business, and his
house. AQer years of baZling in court, Mr. Neasham’s
convicEon was overturned on October 8, 2013 by the
Gourt of Appeals, yet he conénues to struggle put ng
hislife and career back together.3

Mr. Neasham’s ordeal began in February 2008, when
met with Fran Schuber, an 83-year old client referred
to him by her friend, an exiseng client. They discussed
how Ms. Shuber could earn a beXer return on her
money than she was currently earning from bank
cerd cates of deposit. AQer discussing op&ons, Mr.
Neasham sold Ms. Shuber an indexed annuity for
$175,000. This caused Ms. Schuber’s bank manager to
express concern that Ms. Shuber was being unduly
inNuenced by her friend. Mr. Neasham had similar
misgivings, but aQer further inves&gyaon, determined
that his concerns were unfounded. Unfortunately, it
later became apparent that Ms. Schuber had Alzhei-
mer's-like demen€a at the @me of the transacon.
According to Mr. Neasham and his assistants, alt-
hough they did not no€ce any signs of impairment
from Ms. Shuber, her friend had done most of the
talking duringthe sale. 4

The bank manager reported her concern to the Cali-
fornia Department of Insurance, causing the district
axorney to inves&gate. Mr. Neasham was subse-
guently arrested for: (1) selling a complex and inap-
propriate product to an elderly woman who lacked
the mental capacity to assess the recommenda&on to
buy the indexed annuity; and (2) that “the terms and
condi€ons of the annuity contract were not in her
best | nancial interest.” Worse, he was reported to be
an “unscrupulous agent” who preyed on seniors.®

Mr. Neasham maintained that he did nothing wrong
by selling the annuity. Namely, that Ms. Schuber
showed no signs of the Alzheimer’s-like demen€a she

Page 11

“[M]any states
have enlarged the
de] niGon of elder
‘abuse to include
‘| nancial elder




[ PROFESSIONAL LIABILITY DEFENSE QUARTERLY

ELDER ABUSE AVOIDANCE, CONT'D

had been diagnosed with, that she appeared to com-
prehend the annuity, that the annuity appreciated in
value by the &me of the trial, and that it was legal to
sell such annuiGes to people under the age of 85. He
was nonetheless convicted of a felony count of the®
and sentenced to prison. Immediately aQer the verdict
was returned, a juror stated that two jurors voted to
convict to “send a message” to cau€on insurance
agents from selling productsto the elderly.s

Snce the reversal of Mr. Neasham'’s conviceon, the
California Supreme Court declined the request to re-
view the decision. Moreover, a recently discovered
video of Ms. Shuber from 2008 shows her speaking
lucidly of the annuity she purchased. Yet Mr.
Neasham’s reputaon and business are sdl harmed
despite reissuance of alicense to sell insurance again.”

While this ordeal played out in the criminal courts,
the poten&al liability had it involved a civil lawsuit
could have been equally daunéng. In any ac&on for
) nancial elder abuse, in addi€on to any actual eco-
nomic damages, the elder is en&tled to a>orneys’ fees
if he/she prevails. California Welfare & Ins€tu€ons
Code § 15657.5. Further, if the plainG can show “by
clear and convincing evidence” that the defendant was
guilty of “recklessness, oppression, fraud or malice,”
the plainG can also recover puni©ve damages. Id.
Even if the aceon is frivolous or the elder does not
prevail, they are not required to pay the other side’s
azorney’'s fees8 This moBvates lawyers to | le law-
suits with the fee provision driving the li6gacon.

So What Can You Do?

Hrst of all, conénue to do business with seniors. Do
not refuse to do business with older people out of fear
it may be easy for them to sue you. Not only is this
illegal, but as explained above, senior ci€ens are a
tremendous market for legi@mate and fair business.

Second, take the @me to know your clients. Before
recommending the purchase of a product or service,
obtain a full picture of the client’s individual needs.
Bvaluate the client’s income and expenses including
liquidity and net worth. Understand the client’s goals,
including when the client may need to access funds in
the future. Make sure that your product or service is
suitable for the senior’s needs at the @me of the trans-
acton. To gauge suitability, consider whether or not
your product/ service confers a bene| t to the client. If
you are recommending the replacement of an exiseng
policy, provider or product, transacEons involving a
replacement should not be made unless it is in your
client’s best interest. That is, the replacement must be
appropriate to your client’s needs and must provide
them with a bene] t that is not otherwise available in
their exiseng product. Also consider whether or not
the client isin a | nancial posi©on to allow the recom-
mended product/service to funcGon as desred, in
order for the client to accessthe full bene] t.

Third, provide your client with copies of all sales ma-

terial used or discussed. All clients, but in par€cular,
senior clients, require a full explana€on of their opons
to make informed decisions. Encourage your client to
carefully read all documents and disclosures for the
product/service you are recommending. Discuss this
informa&on in detail and respond to any questons to
ensure that your client understands. Frequently ask
guestons and pay close azeneon to older clients to
make sure they understand the product or service you
are presenéng. Space out the E&me between when a
product/service is presented and when the client is
asked to commit or purchase the product or service.
Encourage your client to use the @me to engage family
members who may be impacted by this transacon. In
some cases, it may be appropriate to suggest your client
discuss the proposed transacEon with a tax advisor or
independent legal professional.

Fourth, consent, decision-making capacity, and undue
inNuence are cri€cal issues in many elder abuse cases.
When these issues are raised, other forms of evidence
besides the alleged vicm'’s tes&mony may be neces-
sary to analyze the elder’s state of mind and to defend
against such claims. While it may seem extreme, consid-
er video-taping or recording transac&ons where deci-
sions are made or documents are signed to evidence
the elder’s understanding and consent. Modern tech-
nology gives us the ability to document or record com-
municaBons with ease. However, the use of recording
devices has serious implicaGons on people’s right and
expectacon of privacy. Many states, including Califor-
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nia, have strict laws regarding the recording of conver-
satons. See CGllifornia Penal Code § 632. Therefore,
before you start recording, be mindful of the laws of
your respecEve state regulaéng recording of commu-
nicacons.

Lastly, to protect yourself from any poten&al legal
acton, obtain errors and omissions insurance cover-
age. When purchasing coverage, pay close azen&on to
the limits and exclusions. Read and fully understand
the rules of your coverage, especially regarding the
Emely nog caon of a poten&al claim. Failure to fol-
low the guidelinesin your coverage may result in aloss
of coverage for a claim.
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LAW FIRM CYBERSECURITY: LIABILITY AND ETHICAL
CONSIDERATIONS, BY: BARRY R. TEMKIN, ESQ.

Cybersecurity events, including hacking, are on the
rise at law ] rms. A major professional liability insurer
esEmates that as many as 80%of the largest law ] rms
in the U.S have experienced data breaches recently.[Z]
Nor is external hacking the only threat faced by law
] rms. Some data breaches may be a>ributable to em-
ployee negligence, such as a law | rm employee leav-
ing a laptop, cell phone or other electronic device in a
taxi, car trunk, col ee shop or other public place.
Moreover, informaon stored in the cloud, or trans-
miZed via unsecured servers may be vulnerable to
unauthorized intrusions.

As explained below, recent law | rm data breaches
have included the outside hacking by Chinese na€on-
als into the computers of the mergers & acquisi©ons
groups at two major law ] rms, resuléng in signi] cant
insider trading and an enforcement case by the U.S
SecuriGes & Exchange Commission against the over-
seas natonals (but not the law | rms). In addion,
former clients of a Chicago law ] rm have | led a feder-
al class accon against the law | rm alleging that they
were injured because of the | rm’s failure to maintain
data security.

These alarming developments have been accompa-
nied by an increase in government scruény of regulat-
ed industries and the lawyers who serve them. In addi-
€on, the organized bar has issued recent ethics opin-
ions which may presage a trend toward enhanced
vigilance by lawyers on encryp&on and other cyberse-
curity requirements. This ar&cle will analyze recent
developments in lawyer cybersecurity and explain the
nascent but growing trend toward stepped-up scruény
of law | rm data protec&on, including by state ethics
regulators and the organized bar.

Recent Law Frm Data Breaches

The year 2016 abounded with news of law ] rm
data breaches, none of it happy. The data breach of
Panamanian law | rm Mossack Fonseca made inter-
naconal headlines, embarrassing the | rm’s roster
of anuent and poliecally powerful clients. See
American Lawyer, April 4, 2016, “Panama Papers
Put Sootlight on Law Hrm Data Security.” This infa-
mous data breach shined an unwelcome spotlight
on the Mossack Fonseca ] rm and its internaGonal
clients, whom the Panamanian lawyers had appar-
ently helped set up o1 -shore en68es to evade their
respecOve countries’ income taxes on eye-popping
wealth.

In March 2016, the Wall Sreet Journal reported
that two major U.S law | rms had been hacked by
outsiders running an insider trading scheme seeking
to bene] t from non-public con] den€al informa&on
about poten€al mergers and acquisi€ons by the
] rms’ clients. Wall Sreet Journal, March 29, 2016,
Bloomberg BNA, March 30, 2016. The | rms were
ideng ed as Cravath, Svaine & Moore and Well,
Gotshal & Manges. On December 27, 2016, the
U.S Securi€es & Exchange Commission announced
an enforcement acon in U.S District Court against
three Chinese naGonals charged with insider trad-
ing based on hacked non-public informa&on stolen
from two New York based law ] rms. U.S Securi€es
& Exchange Commission, Li6gaGon Release 22711/
December 27, 2016, U.S Securi€es & BExchange
GCommission v. Hong. According to the SEC com-
plaint, the Chinese hackers targeted the mergers
and acquisi©ons departments of the | rms, where
they installed malware on the | rm’'s networks,
compromised accounts that enabled access to all

Page 13

“These alarming
developments
have been

accompanied by an

increasein

‘government

scrueny of

regulated
industries and
[their] lawyers ..."



[ PROFESSIONAL LIABILITY DEFENSE QUARTERLY

LAW FIRM CYBERSECURITY, CONT'D

email accounts at the | rm and accessed dozens of
gigabytes of emails from remote internet locaGons.
Armed with the data, the Chinese naGonals went on a
trading frenzy in the stocks of the M&A targets, reap-
ing pro| ts in excess of $1 million, then moving the
markets by trading in up to 25%of all trades.

And as if 2016 didn’t contain enough bad news for
lawyers, on April 15, 2016, a former client of Chicago
law ] rm Johnson & Bell | led a federal class acEon
alleging that the | rm engaged in malprac&ce by its
failure to maintain adequate standards of cybersecuri-
ty. See Al Faikali, Data Security Law Journal, “Law FHrm
Data Security: The Frst Qass AcEon,” December 12,
2016. The class acton alleges malprac&ce in that the
) rm, which portrays itself as an expert in advising cli-
ents about cybersecurity, was itself negligent in pro-
teceng its own clients data security, by its failure to
encrypt an online aXorney @me tracking system and
the use of avirtual private network known as VPN. See
Andrew Srickler, “Law Frm Hacking to Breed New
Kind of MalpracE&ce Quit,” Insurance Law 360, Decem-
ber 12, 2016. According to the complaint, “Jhnson &
Bell has injured its clients by charging and collecéng
market-rate a>orney’s fees without providing industry
standard protecon for client con|] den€&ality.” Id.

Aside from the fact that this is apparently the | rst
client class acépn against a law ] rm alleging cyber-
insecurity, the Johnson & Bell suit is noteworthy in
that the law ] rm was not hacked and there were no
actual known data breaches. Rather, the purported
class representa®ves alleged that they were damaged
by the risk that their con] den€al informaSon might be
compromised at some point in the future. AQer denial
of the law ] rm’s mo6&on to dismiss, the court directed
the par@esto par&ipate in arbitracon, thereby reduc-
ing the likelihood that there will be addiGonal reports
on the case in the short term.

New Cybersecurity Regulaons

As will be explained in the following two sec&ons of
this ar&cle, primary regulators, par&ularly in health
care, insurance and ] nancial services, have begun to
regulate companies in these industries to require spe-
Ci] ¢ cybersecurity protecEons. These industry regula-
eons will indirectly, and in some instances, directly,
ar ect lawyers as service providers to companies in
regulated industries. In addi€on, law ] rms themselves
are directly subject to regulaGon by courts and the
organized bar, which have begun to impose ethical
requirements on lawyers to adhere to standards of
cybersecurity in order to maintain client con| den€&ali-
ty. As will be seen, the trend is growing toward en-
hanced scruény of lawyers' cybersecurity measures.

According to ] nancial servicesa>orneys Jl Kern and
Christopher Bosch, | nancial | rms have been obligated
to implement cybersecurity measures since enactment
of the Gramm-Leach-Bliley Act of 1999. See k1 Kern &
Christopher Bosch, “New York Sate Department of

Financial Services Cybersecurity RegulaGon Poised to
Reshape Exiseng Regulatory Landscape,” Sheppard
Mullin Government Contracts and InvesSgacons Blog,
January 31, 2017. Kern and Bosch write that the Gramm
-Leach-Bliley safeguards rule “sets forth high-level cy-
bersecurity direcves, but mainly delegates rule-making
authority to various government regulators to promul-
gate informa&on security rules applicable to en6Gces
under their respecOve jurisdiccons.” Kern & Bosch,
supra. In the ] nancial services sector, informa&on secu-
rity regulaGons are promulgated by the Ok ce of the
Comptroller of the Qurrency, the Federal Reserve Sys-
tem, the Federal Deposit Insurance Corporacon, and
other agencies. Federally-regulated broker-dealers,
investment companies and registered investment advi-
sors must comply with SEC RegulaGon S-P, which re-
quires regulated enBces to “adopt policies and proce-
dures that address administra®ve, technical and physi-
cal safeguards for the protecEon of customer records
and informaSon.” EC Regulaton SP, Privacy of Con-
sumer Fnancial Informa&on, 17 CFR §238.40. In addi-
€on, the Natonal Ins&tute of Sandards and Technology
has issued a non-binding Framework for Improving
Qiecal Infrastructure Cybersecurity, a voluntary risk-
based cybersecurity framework.2

Nor have state regulators been idle. MassachuseXs
enacted a pioneering data protec&n law in 2010
known as “Sandards for the ProtecGon of Personal
InformaBon of Residents of the GCommonwealth,” which
requires companies doing business in MassachuseZ s to
encrypt personal data and to retain digital and physical
records and implement network security controls, such
as | rewalls, to protect consumer informa&on. See 201
OMR 17.00, Sandards for Protec&on of Personal Infor-
maBon of Residents of the Commonwealth.

The MassachuseZs regulaGons established minimum
standards for safeguarding of personal informa€on in
order to ensure the con| den&xdlity of customer infor-
ma6on and protect against threats or hazards to such
informagon. 201 CMR 17.01, www.mass.gov/ ocabr/
docs/idthedY 201cmr1700.

The MassachuseXs standards are unique in that they
reach across all industries and are not restricted to a
single industry. Rather the MassachuseZs law broadly
appliesto: “Bvery person that owns or licenses personal
informaGon about a resident of the Commonwealth,”
and requires such personsto develop “a comprehensive
informaBon security program that it iswriZen in one or
more readily accessible parts,” and contains safeguards
to protect and encrypt con] den€al consumer infor-
macon. Id. at 17.03, Duty to Protect and Sandards for
Proteceng Personal Informa&on. The Massachuse>s
law requires secure user authenE&caGon protocols, con-
trol of data security passwords, restricted access to
acOve users, unigue and complex passwords and en-
crypeon of all transmized recordsand | les.
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New York Governor Andrew Quomo, in December
2016, announced the promulga©on of cybersecurity
regulacons by the New York Department of Hnancial
Services, el ecOve March 1, 2017. The new DFSrules
apply to all en&3es under its jurisdicGon, including
insurance companies, insurance agents, banks, charita-
ble foundaGons, holding companies and premium
] nance agencies. The New York DFS regula€ons re-
quire encryp&on of all non-public informaSon held or
transmiZed by the covered en&y, and require each
regulated company to appoint a chief informa&on
security ok cer (“AS0"), who must report directly to
the board of directors and issue an annual report,
set ng forth an assessment of the company’s cyberse-
curity compliance and any ideng able risks for poten-
€al breaches. New York 23 NYCRR 8501 et. seq.; see
also Barry R Temkin, “New Cybersecurity RegulaGons:
Impact on Represenéng Fnancial Ins&tu€ons,” New
York Law Journal, December 15, 2016.

Of par€cular interest to law | rms who represent
] nancial ins&tuBons is §500.11 of the new DFSregula-
eons, which requires each covered en&y to
“implement wrizen policies and procedures designed
to ensure the security of informa&on systems and non-
public informa&on that are accessible to, or held by
third-par€es doing business with the covered eng&y.”
23 NYCRR 8500.11. Thus, covered en&ces, including
insurance companies, who provide access to personal
iden€fying informa€on to third-party vendors must
cer€fy not only that their own informa€on systems are
adequate, but that the informa&on security systems of
vendors with whom they do business are also secure
and protected. In other words, vendors who do busi-
ness with regulated | nancial service companies will
soon be expected to comply with the cybersecurity
standards of their represented clients. Nor does the
New York DFSrule appear to be an isolated outlier. To
the contrary, the organized bar is already advising
lawyers to exercise care and scru€ny in protecéng
client’s con] den€al data.

Regulatory Enforcement

Par&cularly in the ) nancial services industry, regula-
tors have been stepping up their enforcement of cy-
bersecurity breaches, oOen with signi] cant | nes and
penal€es. For example, the SEC, in 2016, announced a
seZlement with Morgan Sanley Smith Barney in a
case in which over 700,000 customer accounts con-
taining personal iden€fying informacon (Pll), such as
social security numbers and dates of birth, were ac-
cessed by a single | nancial advisor, who decided that
it would be a good idea to store these data on his own
personal website. The | nancial advisor sustained a
data breach, compromising the con| den€al customer
informa&on, whereupon he was terminated by the
] rm. Although Morgan Sanley contacted the FBl with-
in two weeks of learning of the breach, the SEC

claimed that the | rm was responsible for the breach
and extracted a $1 million | ne.

In a recent | nancial industry regulatory enforcement
aceon, registered broker dealer Serne Agee agreed to
pay a ] ne of $225,000 for its failure to encrypt con| -
den€al data on a laptop that was leQ in a restaurant,
thereby exposing the personal iden&fying informa&on
of 350,000 customers. This conduct was found by ANRA
to violate regulaGon P and HNRA Rules 3010 and 2010.
Thus, there has been a de| nite up&ck in regulatory
enforcement of data breaches.

The Organized Bar and Cybersecurity

Law | rms' clients are not the only enE&es subject to
regulatory scruény of their cybersecurity measures. The
organized bar is now staréng to look carefully at law-
yers ethical and professional liability responsibili€es to
ensure the security of client data. Moreover, some juris-
dicEons, notably Horida, are imposing mandatory con-
enuing legal educaGon requirements for lawyers to
learn technology. Lawyers' du€es of competence and
con| dence are embodied in ABA Model Rules 1.1 and
1.6. ABA Model Rule 1.1 provides that: “A lawyer shall
provide competent representacon to a client.” ABA
Model Rule 1.1, Gompetence.

New York's counterpart is similar, and further pro-
vides, in a comment, that: “To maintain the requisite
knowledge and skill, a lawyer should..keep abreast of
the bene] ts and risks associated with technology the
lawyer uses to provide services to clients or to store or
transmit con) den€al informacon.” New York RPC 1.1,
comment [8]. A lawyer’s ethical duty of con| den€ality
is imposed by ABA Model Rule 1.6 which provides
broadly that: “A lawyer shall not reveal informaGon
relaéng to the representaGon of a client unless the
client gives informed consent, the disclosure is implied-
ly authorized in order to carry out the representaGon or
the disclosure is permized by paragraph (b).” ABA Mod-
el Rule 1.6(a). The New York Rules of Professional Con-
duct further require lawyers to “make reasonable
el orts to prevent the inadvertent or unauthorized dis-
closure of, or unauthorized access to, informacon re-
laéng to the representacon of a client.” NYRPC 1.0. (c);
at ABA Model Rule 1.6 (c).

California’'s Sanding CommiZee on Professional Re-
sponsibility and Gonduct issued an ethics opinion in
2015 concluding that an aXorney lacking required e-
discovery competence to handle a complex liGgaGon
must either acquire the requisite skill or associate with
technical consultants or competent counsel to bring her
up to speed on technology. California Sanding Com-
miZee on Professional Responsibility and Conduct For-
mal Opinion 2015-193. B ecBve January 1, 2017, Hori-
da has mandated conénuing legal educaGon on main-
taining technological competence, including use of en-
cryp€on and other technology to preserve client con| -
denéal datas Se H Rule 6-10.3(b), hXps//
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Noridabar.org (requiring CLEin “approved technology programs”).

In March 2017, the New York Gounty Lawyers AssociaGon issued its
opinion on lawyers' ethical duty to ensure technological competence.
See NYAA Bhics Opinion 749, March 2017, www.nycla.org/ NYCLA/
Lawyersethicsopinions. According to NYCLA ethics opinion 749, law-
yers are required by the Rules of Professional Conduct to keep up
with technological developments, “cannot knowingly reveal client
con| den€al informa&on, and must exercise reasonable care to en-
sure that the lawyers, employees, associates and others whose ser-
vices are u€lized by the lawyer not disclose or use client con] den&al
informa&on.” Id. at p. 4. Sgni] cantly, the NYCLA ethics opinion recog-
nizes a duty on the part of lawyersto prevent data breaches:

The risks associated with transmission of client con| den&al

informa6on electronically include disclosure through hacking

or technological inadvertence. A lawyer’s duty of technologi-

cal competence may include having the requisite technologi-

cal knowledge to reduce the risk of disclosure of client infor-

macon through hacking or errors in technology where the

pracece requires the use of technology to competently repre-

sent the client.
NYCQLA Ehics Opinion at 4, www.nycla.org/ ethics. Thus, the NYCLA
ethics opinion suggests that lawyers have more at stake than poten-
&l loss of business, embarrassment or professional liability when it
comes to maintaining the con] den&xlity of client con] den&al infor-
maeon. While thisisjust a recent development, and there have been
no known prosecu€ons of lawyers or law | rms, lawyers should be
mindful of their ethical obligaGons to maintain client con] den&al
data, whether in the cloud, in an email or in a portable device.

On May 22, 2017, the ABA Sanding CommiZee on BEhics and Pro-
fessional Responsibility issued Formal Opinion 477R, which addressed
the ethics of “Securing Communicaton of Protected dient Infor-
maeon.” In its opinion, the ABA eschewed bright line rules, adopéng
instead “a fact-speci] ¢ approach to business security obligaGons that
requires a “process to assess risks, iden€fy and implement appropri-
ate security measures responsive to those risks, verify that they are
el ecOvely implemented, and ensure that they are conénually updat-
ed in response to new developments.” ABA Sanding CommiZee on
Bhics and Professional Responsibility, Formal Opinion 477R, May 22,
2017, at 4 (quoeng from ABA Cybersecurity Handbook).

LETTER FROM THE PRESIDENT, CONT'D
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The ABA opined that the decision whether to use encrypted e-mail is
fact-speci| ¢, and that “lawyers must, on a case-by-case basis, con-
stantly analyze how they communicate electronically about client
maXers,” based upon a number of enumerated factors, including the
sensi€vity of the electronically-communicated informaSon, the risk of
cyber-intrusion and the needs of the client. Id at 7-8. In addi©on, the
ABA advised lawyers to understand clients' needs for cyber-security,
to vet outside vendors and conspicuously to label e-mail communica-
Epns as privileged and con] den€al.

Conclusion

Aswe have seen, law | rm data breaches are on the rise, running the
gamut from an unencrypted cell phone or laptop leQin ataxi or res-
taurant, up to organized hacking by insider trading rings trading in
clients’ stocks. In 2016, we saw the public disseminaSon of con] den-
€dl law | rm data used to humiliate lawyers and their clients, the | rst
client class acGon against a law | rm alleging malpracEce for inade-
quate data security, and the ] rst Securi@es & Exchange Commission
enforcement ac&on against overseas naGonals for hacking into and
trading on con] den&al data pilfered from law | rm computers.

The year 2017 has brought us a comprehensive new regulaGon from
the New York Department of Fnancial Services which appearsto be a
harbinger of things to come, as well as new ethics opinions from the
organized bar suggeseng that lawyers now have an ethical duty to
maintain technical competence in order to maintain the security of
client con] den€al informaSon. These developments are forcing law
| rmsto be cognizant of the very real and signi] cant risks they face in
the 21% century, and to acquire the technology suk cient to keep
abreast with their clients' cybersecurity needs.

Endnotes
1.ONA Professional Gounsel, Safe and Security: “ Gybersecurity Pracec-
esfor Law Frms,” hZp://www.CONA.com/web/wcm/ connect/ 61
2.hZps.//www.nist.gov/ sites/ default/ ] les/ documents/
cyberframework/ cybersecurity-framework-021214. pdf

¢ | Barry R Temkin is a partner at Mound Gozon Wollan &
o Greengrass LLP, and a Member of the N.Y. County Law-

' yers Associa€ons CommiZee on Professional Bhics. The
m Vviews expressed are those of the author alone. He may be
reached at btemkin@moundcoZon.com.

We hope you enjoy this issue of the PLDF Quarterly. The next issue of
the Quarterly will be published in February and the deadline for ar&cles
is February 1, 2018. Please consider wriéng an ar€cle, or co-authoring
an ar€&cle with one of your younger colleagues. We welcome ar€&cles on
developmentsin the law that are of interest to the professional liability
bar, aswell as ar&les about trial Epsand tacecs.

Fnally, if you are looking to refer a case to a lawyer in another juris-
diceon, or to assign a professional liability claim to a defense a>orney,
please THINK PLDR The website has a "member search” feature that
will enable you to | nd a defense a>orney in a parEular state or city.
The ability to help your client, or your insured, to | nd capable defense
counsel isone of the key bene] ts of a PLDFmembership.

Wishing each of you a happy Thanksgiving, Erin Higgins
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